Complete Sguil-0.6.0p1 Installation Guide on OpenBSD 3.8 with
Mysql 5 [20060113] = Written by geek00L<geek00L[at]gmail.com>

About the Sguil

Understanding variables
/usr/local/src -
/usr/local/stow -
$SGUIL b | % % % % 11 (|| )
SSENSORNAME * &
&

/msm/sguild_data/rules/SSENSORNAME " *
+

/usr/local/snortrules-$SENSORNAME * * +

§ - o % ./ O0* 1 /
hooh 2 h h. /  O* &
shell>In -s /usr/local/snortrules-SSENSORNAME /nsm/sguild_data/rules/$SSENSORNAME
SNSM * "

$SNSM/snort_data/SSENSORNAME/dailylogs -
$SNSM/snort_data/SSENSORNAME/portscans *

SNSM/snort_data/SSENSORNAME/sancp/today '



*Note: Creating symlink for  $NSM/snort-logs/$SSENSORNAME  to  /var/log/snort-
$SENSORNAME for convenience if it is sguil in single box.

shell>In -s SNSM/snort-logs/SSENSORNAME /var/log/snort-SSENSORNAME

/ete/sguil *
!

sancp.conf
sensor_agent-$SENSORNAME.conf
barnyard-$SENSORNAME.conf

/ete/sguild * !
§ !

/var/run/sguil * 3

*Note: Before installing anything, we should know what are the components needed to install

Squil Server, Sguil Sensor and Mysql DB for Sguil. If you choose to install all of them in single

box, you can just download all the components mentioned below into single box. You may need
wget for all the boxes to fetch components easily.
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Sguil Sensor Box
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Installing All the necessary ports/packages
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shell>echo "PKG_PATH=ftp://ftp.openbsd.org/pub/OpenBSD/snapshots/packages/i386/"
>> [root/.profile

shell>echo "export PKG_PATH" >> /root/.profile

# !

shell>pkg_add ${PKG_PATH}autoconf-2.59.tgz automake-1.9.6p0.tgz bison-2.1p0.tgz
expat-1.95.6p1l.tgz gmake-3.80p1.tgz wget-1.10.2.tgz p0f-2.0.5.tgz tcpflow-0.21.tgz libnet-1.
0.2ap1.tgz mysql-client-4.1.15p0.tgz

autoconf-2.59 B C&
automake-1.9.6p0 @ B

bison-2.1p0 @ B

expat-1.956p1 D : )" -
gettext-0.14.5p0 @ B &

gmake-3.80p1 @ B
libiconv-1.9.2p3
libnet-1.0.2ap1 3

metaauto-0.5 C

p0£-2.0.5 0]

stow-1.3.3p0

tcpflow-0.21 #-3
wget-1.10.2 : A#H#3 E#3
mysql-client-4.1.15p0 F: + ,

*Note: Stow is important since it is the Software Management System that will ease your
system/application upgrades. Wget is used to fetch all the sources needed to build sguil. Mysql

client is installed to get mysqltcl to compiled, it is not necessary if you choose to compiled
mysqltcl using Mysql 5 client librabry.

Mysql 5 Installation on OpenBSD-3.8

> 57 6 ”/n
shell>pkg_add ${PKG_PATH}gmake-3.80p1.tgz bison-2.1p0.tgz

- ! 57

shell>cd /usr/local/src



shell>wget http://dev.mysql.com/get/Downloads/MySQL-5.0/mysql-5.0.18.tar.gz/from/http:
//mirror.mysql-partners-jp.biz/

shell>tar xzf mysql-5.0.18.tar.gz
shell>CC=gcc

shell>CFLAGS="-03 -fno-strength-reduce"
shell>CXX=gcc

shell>CXXFLAGS="-03 -fno-rtti -fno-exceptions -felide-constructors -fno-strength-
reduce"

shell>export CC CFLAGS CXX CXXFLAGS
shell>./configure --prefix=/usr/local/stow/mysql-5.0.18
shell>gmake
shell>gmake install
# 57
shell>cd /usr/local/stow
shell>stow mysql-5.0.18
57
shell>groupadd -g 5000 mysql
shell>useradd -u 5000 -g 5000 -d /home/mysql -s /bin/ksh -c¢ ""MySQL User" mysql
shell>mkdir /nsm/mysql
shell>chown -R mysql:mysql /nsm/mysql
shell>chmod 755 /nsm/mysql
- 5 ho!
shell>cp /usr/local/src/mysql-5.0.18/support-files/my-medium.cnf /etc/my.cnf

5



shell>/usr/local/bin/mysql_install_db --basedir=/usr/local/stow/mysql-5.0.18 --user=mysql --
Idata=/nsm/mysql

* 57
shell>/usr/local/bin/mysqld_safe --user=mysql --datadir=/nsm/mysql &

shell>/usr/local/bin/mysqladmin ping
5

57

Securing Mysql 5 Server and installing Sguil Database

5
shell>mysql -u root mysql
H F: - [
> F: 4 §7")H9"

# : l- =)= # )

mysql> update user set Password=OLD_PASSWORD("r00t") where User = "root";
F 0?4 LA
* $4 — $4 H §"

mysql> FLUSH PRIVILEGES;
F 02" £y

mysql> exit

* K

shell>mysql -u root -p mysql

/ §

H F: - [
> F: 8 §7" )9

H : B H = H J s
mysql> GRANT ALL PRIVILEGES ON sguildb.* TO sguil@localhost IDENTIFIED BY

"sguil" WITH GRANT OPTION;
F O?! n +II e ,



mysql> GRANT FILE ON *.* to sguil@localhost;
F 0)rd greo ,

mysql> update user set Password = OLD PASSWORD("sguil'") where User = "sguil";
F 0o?!) My
* §) - $) H §"

mysql> FLUSH PRIVILEGES;
F O?! n +II e ,

shell>mysql -u sguil -p -e "CREATE DATABASE sguildb"

shell>mysql -u sguil -p -D sguildb \
< /usr/local/src/sguil-0.6.p1/server/sql_scripts/create_sguildb.sql

shell>mysql -u sguil -p -D sguildb -e "show tables"

shell>mysql -u sguil -p -D sguildb -e "show tables"
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Note: You may find this part familiar since I have stolen it from Hanashi's instantNSM guide.
1 have to do it for the completeness of the documentation :P

FETCHING AND COMPILING ALL SOURCES

Since I have uploaded all the sources that needed by Sguil to the central location - http:
/Iwww.dissectible.org/anonymous/Sguil OBSD/source, it has already simplified your works
to fetch all of them to /usr/local/srec.



Remember to download sguil-0.6.0p1 and untar it to /usr/local/stow/ since sguil doesn't
require installation.

Installing Libpcap-0.9.4 from source

shell>cd /usr/local/src

shell>tar xzf libpcap-0.9.4.tar.gz

shell>cd libpcap-0.9.4

shell>./configure --prefix=/usr/local/stow/libpcap-0.9.4
shell>make & & make install

# !

shell>cd /usr/local/stow

shell>stow libpcap-0.9.4

- hoob h

shell>In -s /usr/local/stow/libpcap-0.9.4 /usr/local/libpcap

Installing Pcre-6.4 from source

shell>tar xzf pcre-6.4.tar.gz

shell>./configure --prefix=/usr/local/stow/pcre-6.4
shell>make && make install

# !

shell>cd /usr/local/stow

shell>stow pcre-6.4

Installing Libnet-1.0.2 using package/port



shell>pkg_add ${PKG_PATH}libnet-1.0.2ap1.tgz
!
shell>cd /usr/ports/net/libnet/1.0

shell>make & & make install

Installing Snort-2.4.3 from source

shell>tar xvzf snort-2.4.3.tar.gz

shell>cd snort-2.4.3

shell>./configure --with-libnet-includes=/usr/local/include/libnet-1.0/\
--with-libnet-libraries=/usr/local/lib/libnet-1.0/ --enable-flexresp \
--enable-permonitor --prefix=/usr/local/stow/snort-2.4.3

shell>make && make install

# !

shell>cd /usr/local/stow

shell>stow snort-2.4.3

Installing Barnyard-0.2.0 from source

*Note: Get autoconf and automake before installing barnyard
shell>pkg_add ${PKG_PATH}autoconf-2.59.tgz
shell>pkg_add ${PKG_PATH}automake-1.9.6p0.tgz

3

shell>tar xzf barnyard-0.2.0.tar.gz

shell>cd barnyard-0.2.0

shell>export SGUIL=/usr/local/stow/sguil-0.6.0p1



shell>cp $SGUIL/sensor/barnyard_mods/op_sguil.* src/output_plugins
shell>cp $SGUIL/sensor/barnyard_mods/configure.in .

shell>cd src/output_plugins

shell>patch -p0 < $SGUIL/sensor/barnyard_mods/op_plugbase.c.patch
shell>export AUTOCONF_VERSION=2.59

shell>export AUTOMAKE_VERSION=1.9

shell>cd ../..

shell>autoreconf -f

shell>./configure --prefix=/usr/local/stow/barnyard-0.2.0 \
--enable-tcl --with-tcl=/usr/local/lib/

shell>make

2 §785)08  §
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shell>make install

shell>cp -r ./etc /usr/local/stow/barnyard-0.2.0/etc
# !

shell>cd /usr/local/stow

shell>stow barnyard-0.2.0



Installing Sancp-1.6.1 from source

*Note: Remember to download it's patches to /usr/local/src as well.
shell>tar xzf sancp-1.6.1.tar.gz

shell>cp sancp-1.6.1.fix200511.% ./sancp-1.6.1
shell>cd sancp-1.6.1

shell>patch -p1 < sancp-1.6.1.fix200511.a.patch
shell>patch -p1 < sancp-1.6.1.fix200511.b.patch
/

-E:1@ S'O8* "% % hoh h
# !

shell>make

shell>mkdir -p /usr/local/stow/sancp-1.6.1/bin
shell>cp sancp /usr/local/stow/sancp-1.6.1/bin

# !

shell>cd /usr/local/stow/

shell>stow sancp-1.6.1

Installing pOf and tcpflow from ports

shell>pkg_add ${PKG_PATH}p0f-2.0.5.tgz tcpflow-0.21.tgz

# ok b !

shell>cp /usr/local/sbin/p0f /usr/local/bin/p0f

Installing Tcl-8.4.11 from source



shell>tar xzf tcl8.4.11-src.tar.gz

shell>cd tcl8.4.11/unix

shell>./configure --prefix=/usr/local/stow/tcl-8.4.11
shell>make && make install

# !

shell>cd /usr/local/stow

shell>stow tcl-8.4.11

shell>In -s /usr/local/bin/tclsh8.4 /usr/local/bin/tclsh

Installing tcllib-1.8 from source

shell>tar xvzf tcllib-1.8.tar.gz

shell>cd tcllib-1.8

shell>./configure --prefix=/usr/local/stow/tcllib-1.8
shell>make & & make install

# !

shell>cd /usr/local/stow

shell>stow tcllib-1.8

Installing tclx-8.4 from source

shell>tar xvzf tclx-8.4.tar.gz
shell>cd tclx8.4
shell>./configure --prefix=/usr/local/stow/tclx-8.4 --enable-tk=NO

shell>make & & make install



# &!
shell>cd /usr/local/stow

shell>stow tclx-8.4

Installing tcltls-1.5 from source

shell>tar xzf tls1.5.0-src.tar.gz

shell>cd tls1.5

shell>./configure --prefix=/usr/local/stow/tls-1.5 --with-ssl-dir=/usr/
shell>make & & make install

# !

shell>cd /usr/local/stow

shell>stow tls-1.5

Installing mysqltcl-2.51/3.01 from source

*Note: This is a little bit tricky, if you want to compile mysqltcl-2.51 and mysqltcl-3.01 perfectly,
you have to install Mysql client from port/package and using it's client library. If you are
comfortable with just mysql-2.51, then you can use Mysql 5 client library to compile. Both work
for me, however you will get into trouble of which object can't be loaded if you compiled
mysqltcl-3.01 using Mysql 5 source.

port/package , this is where we see the power of stow, after destroying the symlinks by
unstowing it, we can install mysql client from port/package now and restow Mysql 5 later.
However we need to remain libmysqlclient.so.14.0 so that mysqltcl won't break.

= 5 '47) S 7

shell>In -s /usr/local/lib/mysql/libmysqlclient.s0.15.0 \
/usr/local/stow/lib/mysql/libmysqlclient.so

shell>tar xzf mysqltcl-2.51.tar.gz
shell>cd mysqltcl-2.51

shell>env CC=gcc ./configure --prefix=/usr/local/stow/mysqltcl-2.51 \



--with-mysql-include=/usr/local/include/mysql \
--with-mysql-lib=/usr/local/lib/mysql --with-tcl=/usr/local/lib \
--with-tclinclude=/usr/local/include

shell>make & & make install

# 5 |

shell>cd /usr/local/stow

shell>stow mysqltcl-2.51

- 5 '47i8™) S - i

*Note: We don't have to unstow if Mysql 5 server is installed in separated box, this is applied to
Squil in single box.

# 5 7!

shell>cd /usr/local/stow

shell>stow -D mysql-5.0.18

H 5 b
S) !

shell>pkg_add ${PKG_PATH}mysql-client-4.1.15p0

shell>In -s /usr/local/lib/libmysqlclient.so.14.0 /usr/local/lib/libmysqlclient.so

*Note: If you wish to install mysgltcl-3.01 instead of 2.51, then just change the version below
since both works and people always prefer latest release.

shell>tar xzf mysqltcl-2.51.tar.gz

shell>env CC=gcc ./configure --prefix=/usr/local/stow/mysqltcl-2.51 \
--with-mysql-include=/usr/local/include/mysql \
--with-mysql-lib=/usr/local/lib/mysql --with-tcl=/usr/local/lib \
--with-tclinclude=/usr/local/include

shell>make & & make install

# 5 |



shell>cd /usr/local/stow
shell>stow mysqltcl-2.51
C §# ! )
: 5 )6 " !
57

5 )6 ™"
shell>rm /usr/local/lib/libmysqlclient.so
* !
shell>mv /usr/local/lib/libmysqlclient.s0.14.0 /usr/local/lib/libmysqlclient.s0.14.0.0rig
B 5 !
shell>pkg_delete mysql-client-4.1.15p0

5 7!

shell>cd /usr/local/stow

shell>stow -R mysql-5.0.18

1 5 57
5 )6 "

shell>myv /usr/local/lib/libmysqlclient.so.14.0.orig /usr/local/lib/libmysqlclient.so0.14.0
* 5 5 :

shell>In -s /usr/local/lib/libmysqlclient.so.14.0 /usr/local/lib/libmysqlclient.so

>

shell>tclsh

% package require mysqltcl
: 5

# !

% package provide mysqltcl 2.51



- & 2 & !

% pkg_mklIndex /usr/local/mysqltcl-2.51/lib/mysqltcl-2.51/ *.so
3 !

% package require mysqltcl

47)

Configuring Sguil Server
shell>groupadd -g 5555 sguil

shell>useradd -u 5555 -g 5555 -md /home/sguil -¢ "SGUIL User" sguil

shell>mkdir -p /nsm/sguild_data/archive
shell>mkdir /nsm/sguild_data/rules

shell>chown -R sguil:sguil /nsm/sguild_data

shell>cd /usr/local/srec
shell>tar xzf sguil-0.6.0p1.tar.gz
shell>cp -fR /usr/local/src/sguil-0.6.0p1 /usr/local/stow/

shell>cd /usr/local/stow/sguil-0.6.0p1/server/

shell>mkdir /etc/sguild
- b4
shell>cp sguild.conf /etc/sguild/

shell>cp autocat.conf /etc/sguild/



shell>cp sguild.users /etc/sguild/
shell>cp sguild.queries /etc/sguild
shell>cp sguild.access /etc/sguild
shell>cp sguild.email /etc/sguild

shell>cp sguild.reports /etc/sguild

shell>chown -R sguil:sguil /etc/sguild
1 ! 5

shell>/usr/local/stow/sguil-0.6.0p1/server/sguild -adduser sguil

Configuring Sguil Sensor

shell>mkdir -p /nsm/snort-logs/SSENSORNAME/OLD

shell>mkdir -p /nsm/snort_data/SSENSORNAME/dailylogs

shell>mkdir -p /nsm/snort_data/SSENSORNAME/sancp/today

shell>mkdir -p /nsm/snort_data/SSENSORNAME/portscans

shell>chown -R sguil:sguil /nsm/snort-logs /nsm/snort_data

shell>In -s /nsm/snort-logs/$SSENSORNAME /var/log/snort-SSENSORNAME

shell>mkdir /var/run/sguil

shell>chown sguil:sguil /var/run/sguil

shell>mkdir /usr/local/snortrules-SSENSOR

shell>chown -R root:wheel /usr/local/snortrules-§SENSORNAME

*Note: Copy all the File for patching before move to proper directory, | choose to use Richard's
patch to configure all the configurations file including sguil server, sensor, snort and etc. It is
much more easier to use Richard's patch instead of configuring it by hand manually.

shell>mkdir /usr/local/stow/sguil-0.6.0p1/richard_patch



shell>cd /usr/local/stow/sguil-0.6.0p1/richard_patch

shell>cp /usr/local/stow/sguil-0.6.0p1/server/sguild.conf ./
shell>cp /usr/local/stow/sguil-0.6.0p1/sensor/sancp/sancp.conf ./
shell>cp /usr/local/stow/sguil-0.6.0p1/sensor/sensor_agent.conf ./
shell>cp /usr/local/stow/barnyard-0.2.0/etc/barnyard.conf ./
shell>cp /usr/local/stow/sguil-0.6.0p1/sensor/log_packets.sh ./
PE *

shell>wget http://www.bejtlich.net/sensor_agent.conf.patch
shell>wget http://www.bejtlich.net/sguild.conf.patch

shell>wget http://www.bejtlich.net/snort.conf.patch

shell>wget http://www.bejtlich.net/barnyard.conf.patch
shell>wget http://www.bejtlich.net/sancp.conf.patch

shell>wget http://www.bejtlich.net/log_packets.sh.patch

shell>wget http://www.bejtlich.net/log_packets.sh.crontab
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shell>patch -p0 < sensor_agent.conf.patch
shell>patch -p0 < sguild.conf.patch
shell>patch -p0 < snort.conf.patch
shell>patch -p0 < barnyard.conf.patch
shell>patch -p0 < sancp.conf.patch

shell>patch -p0 < log_packets.sh.patch

shell>cp snort.conf /nsm/sguild_data/rules/pcnl

shell>cp sguild.conf /etc/sguild/sguild.conf



shell>cp sancp.conf /etc/sguil/sancp.conf
shell>cp sensor_agent.conf /etc/sguil/sensor_agent-$SENSORNAME.conf
shell>cp barnyard.conf /etc/sguil/barnyard-$SSENSORNAME.conf

shell>cp log_packets.sh /usr/local/bin/log_packets-SSENSORNAME.sh

shell>crontab -u root log_packets.sh.crontab

Installing Snort Rules

shell>mkdir /usr/local/src/snort-rules

shell>cd /usr/local/src/snort-rules

shell>wget http://www.snort.org/pub-bin/downloads.cgi/Download/vrt_os/snortrules-
snapshot-2.4.tar.gz

shell>tar xvzf snortrules-snapshot-2.4.tar.gz

shell>cp /usr/local/src/snort-rules/rules/* /nsm/sguild_data/rules/SSENSORNAME

1 5 &



: !
shell>./mysql_start.sh
shell>./snort_start.sh
shell>./sancp_start.sh
: !
shell>./sguild_start.sh

shell>./sensor_agent start.sh

shell>./barnyard_start.sh

The content of all the scripts

/root/mysql_start.sh

P

P 57 ;

P1

by 4 % 52 "™ S 5 St 4 5X
P

Pb Y 4 % 52 " s 5 St & 5

/root/snort_start.sh

P
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froot/sancp_start.sh
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/home/sguil/sguild_start.sh
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/home/sguil/sensor_agent start.sh
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Basic Info of the Sguil System

System User

B $
$ (LR 1]
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§

Mysql Database

Sguild User

B $
§

Special thanks to All the lamerz in #snort-gui especially qru, hanashi, helevius, transporter
and transzorp, without them producing this Sguil-0.6.0p1 installation guide would be much
more harder than it is. Coincidentally my previous guide for Sguil-0.5.3 was released on
13th of Jan as well, and just right after one year the second one is borned. For anyone who
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